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TRANSACTION: A SYSTEMATIC REVIEW

ABSTRACT

In the last few years, two technological events emerged. First, the rising of Industry 4.0
concepts and technologies such as loT allowed the direct link between machines on the
shop floor, establishing a machine-to-machine communication (M2M). Second, block-
chain enables transactions such payments and contracts without a formal reliable or ac-
creditation institutions, such as banks or government.

Goal: The goal of this paper is to explore the state-of-art of the blockchain technology
applied to the manufacture sector. In this sense, the option of the M2M transaction being
intermediated by blockchain on the shop floor is a hypothesis to be tested. Moreover, it
could be questioned if these subjects are being appreciated by the academia.

Design / Methodology / Approach: a systematic review of the literature was conducted,
considering blockchain, the industrial context, and the Industry 4.0 related technologies.

Results: As a result, only 12 papers that were classified according to their application
fields and practice stages were obtained.

Limitations of the investigation: this field of application is brand new; thus, the available
literature is scarce; only 12 papers were obtained.

Practical implications: As the main result, it was identified that the possibilities of block-
chain applications to Industry have been poorly explored by literature.

Originality / Value: The paper addresses the possibility of application of blockchain in
M2M-based manufacture, and detaches the research gap in the academic literature re-
lated to it.

Keywords: Blockchain; Cyber-physical System; Industry 4.0; Manufacturing; Internet of
Things.
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1. INTRODUCTION

In the last thirty years, the world has witnessed the
emergence of several innovations from the Internet. Ex-
amples of these novelties are e-mail, dot.com enterpris-
es, social media, mobile internet, e-commerce, mobile
app, cloud computing, etc. (Tapscott and Tapscott, 2017).
Through the internet, economic and social relationships
were deeply impacted, both in the consumers’ and in pro-
duction perspective.

Regarding production, connectivity was essential to in-
crease productivity and improve resources’ allocation. Ma-
chines leave to connect exclusively with people, they can be
now programmed to be connected directly among them, al-
lowing the collect and data processing in an unprecedented
scale (Cullinen, M., 2013). It brings numerous implications
in productivity since a lot of mass production lines could be-
come customized to customers.

At present, Internet-based relation between companies,
commonly called B2B (business to business) are regulated
by consensual contracts between the related parts, in a way
that they are obliged to comply exactly with what was deter-
mined under certain conditions.

Within the context, it is necessary an environment where
all participants interact with full security, privacy, reliability,
and agility. Trusted intermediaries are responsible for con-
firming the parts’ identity, register, validate the transaction,
and guarantee the immutability of data for audit purposes
and possible conciliation of differences. The problem is the
inefficiency of this system, the bureaucracy, which is costly
and vulnerable to irregularities and fraud. In this way, the
combination between blockchain and the Internet of Things
(loT) seems to be a good fit to substitute the trustee. Chris-
tidis and Devetsikiotis (2017) support the idea that block-
chain could automate several time-consuming workflows in
a cryptographically certified approach.

A recent systematic review mapped the most studied ar-
eas about blockchain exclusively under a technical perspec-
tive (Yli-Huumo, 2016). Forty-one articles were selected and
categorized according to seven technical limitations high-
lighted by Swan (2015): throughput, latency, size and band-
width, security, wasted resources, usability, and versioning.
Eighty percent of all articles discuss bitcoin system while the
20% remaining handle smart contracts and licensing. How-
ever, it can be presumed its extension to the manufacturing
value chain and, although the market already works with
this innovation, the literature on the application underlying
blockchain technology began to appear around 2013 (Swan,
2015). Consequently, few studies could be found in the man-
ufacturing industry (Li, 2018).
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Recently, Gomes (2018) discussed the potential of Block-
chain-based Smart Contracts to reduce transaction costs
through a theoretical perspective of broad range economic
scenario, not related strictly to manufacturing.
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The aim of this study is to identify the state-of-art of the
possibilities of blockchain technology in transactions relat-
ed to manufacturing activities, especially in the 4.0 Indus-
try contexts. A systematic literature review was executed to
identify the most relevant aspects of blockchain correlated
to M2M and IoT. The emphasis of this analysis was aimed at
exploring and identifying the most studied domains in the
academia and to select articles whose content addressed
productive management and financial transactions. Addi-
tionally, a criterion to organize and classify the finds was
presented.

2. BACKGROUND

Internet of Things and Cyber-Physical Systems

As the processing power and memory capacity of small
and cheap devices continue to increase, the concept of host
in the Internet has undergone a significant change (Peterson
and Davie, 2012). All network connectivity can extend to in-
telligent objects that have sensors and common items other
than computers, allowing such devices to generate informa-
tion with little human intervention, automating the entire
process.

The basic idea of 10T is to be a system where the phys-
ical components are enriched with embedded electronics
(such as RFId tags or sensors), an IP address, and Internet
connection. Physical objects become active participants in
the business process once they are totally integrated to the
information network. They can transmit information about
their status, surrounding environment, production process-
es, maintenance schedule, etc. In the scenario of Industry
4.0, lIoT play a significant role in smart meters, enabling the
capture of consumption variables in real time (Shrouf, 2014).

In an M2M application, loT intelligent objects are not lim-
ited to the achievable benefit in the manufacture of individ-
ual products of intelligent objects connected to each other,
but rather to all production steps that can be improved. To
this end, loT allows reaching full potential in the contribution
to the operational performance as a whole (Slack, 2015),
considering smart objects, manufacturing equipment, and
collaborators that only play the supervisory role of the pro-
cess.

However, some of the most important challenges that loT
currently faces in the M2M is related to energy supply, de-
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vice identification and power addressing, Internet scalabili-
ty, personal security, and privacy, as well as all standardiza-
tion and harmonization (Atzori et al., 2010; Mattern, 2013;
Vermesan, 2014).
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To manage interconnected systems between physical as-
sets and computational resources, transformative technolo-
gies defined as Cyber-physical systems (CPS) are necessary.
They are systems of collaborating computational entities
that are in accentuated connection with the surrounding
physical world and its on-going process, providing and using,
at the same time, data-accessing and data-processing ser-
vices available on the Internet (Lee, 2015; Monostori, 2016).

Each CPS system operates at different spatial and tempo-
ral scales, exhibiting multiple and distinct behavioral modali-
ties, and interacting with each other in an infinite range that
change according to the application context (Khaitan and
McCalley, 2014). CPS enables all computing and communica-
tion capabilities to be incorporated into all types of objects
and structures in the physical environment (Scheuermann
et al., 2015). The operational model of a typical CPS involves
different fields, such as distributed sensor network, intel-
ligent network, medical monitoring, and a process control
system (Rajkumar et al., 2010).
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Blockchain

The implicit concept of ledger in blockchain is originat-
ed from the design of the cryptocurrency Bitcoin proposed
by Nakamoto (2008), but many industries recognize the
potential of this technology with the objective to enhance
efficiency in different business. Nowadays, several groups
coordinate blockchain application research in finance, loT,
supply chain, and manufacture: Hyperledger (IBM), Ethere-
um, R3CV Corda, and Digital Asset (Hull et al., 2016).

Blockchain is a distributed ledge whose architecture
is areliable database system, supported cooperatively in
a distributed network through a trustworthy technique
(Arcos, 2018). It is developed in data block architecture
connected through nodes, using heavy cryptography.
Each block contains peace of data originated from all
previous transactions, which creates a singular finger-
print (Hash) that is used to validate the data. Blocks are
linearly and chronologically connected (as a real chain)
with next block by a hash. Hash is a computational func-
tion that transforms input data of any size to output en-
crypted data of fixed length. When two parts perform
a transaction, all transaction data are hashed, and are
combined with the former block of blockchain to a new
candidate block. The miners at the network try to solve

[ )

T w Parts A and B perform a

B transaction

The transaction, with all the
necessary information,
undergo a function Hash() to
a fixed length hash code

Hash(B7 +
#TAB)

The new hashed transaction #TAB
and the former block B7 undergo
again the hash function, forming
the candidate block B8. The
miners try to validate the
candidate block, solving the
algorithm. If a sufficient number
of miners validate it, the block B8
is integrated to blockchain. In
practice, each block is formed by
a large number of transactions.

Figure 1. Blockchain mechanism. Source: the authors



the algorithm to validate the new block. If enough min-
ers confirm the transaction, the new block becomes part
of the blockchain. Figure 1 illustrates the blockchain
mechanism.

Blockchain also offers a high level of privacy because us-
er’s identity needs a public and variable access key. Anony-
mous participants (the miners), who use their own comput-
ers to calculate a hash to solve a consensus proof, do the
work of fixing the blocks (Tian, 2016).

To distinguish blockchain from a traditional database,
three properties are relevant: number of copies, read access
and record access. The classical database has only one cen-
tralized copy (eventually a backup for safety) and unilateral
read and record access. Blockchain can be decentralized or
completely distributed and can be public or private. The ad-
vantage of being decentralized is that consensus is reached
by a restricted number of nodes. At the edge, if anyone has
read access and could participate to solve the consensus,
this blockchain is classified as public database without per-
mission. Commonly, a cost and benefits evaluation must be
performed to define the best blockchain frame according to
its final application (Brennan and Lunn, 2016).

Blockchain could be an institutional technology that en-
ables new types of contracts and organizations. In the point
of view of transaction cost, organizations and markets are
the institutions that coordinate the economy, since they
are responsible for organizing and regulating transactions.
Therefore, low transactional costs are directly related to an
efficient combination between these institutions in terms of
economics and governance. Conversely, blockchain are not
formal organizations or markets. They are spontaneous or-
ganizations that compete with other firms and have market
characteristics. Their role is to be transactional enablers and
not only exchanging executors. Basically, blockchains coordi-
nate distributed individual’s groups, allowing their intercon-
nection to create an economic environment (MacDonald,
2016).

M2M in Manufacture

The technology that support integration between ma-
chines is called machine-to-machine communication (M2M).
M2M and loT are concepts intrinsically joined, resulted from
technological advances of cheap semiconductors chips and
large Internet accessibility (Ranjan and Hussain, 2016). A
typical definition of M2M is the communication between
two machines or data transfer from a device to a central
computer. This linkage is done through a wired or wireless
network, and by loT in particular. Besides laptops and cell
phones, today most of the appliances have a processor and
capability to connect to network. M2M allow the data be-
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ing transmitted automatically without human intervention
and consist of a range of technologies and applications that
connect the physical world to an IT back-end infrastructure.
M2M process basically has four stages: data generation,
data transmission, data analysis and decision making (Cull-
inen, 2013).
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Similar development is happening inside the manufac-
turing environment, where machines and equipment are
not only connected to network to send data. They can pro-
cess and combine data from other device to increase their
computational power. In addition, they can consume and
provide information to create value to users. The business
models resulting from these technologies are primarily in
logistic, work conditions and preventive maintenance areas.
Machines can trace a maintenance strategy to technicians
and provide all history adjustments instead of a single pair
of variables. For example, commercial airplane turbines are
constantly monitored to anticipate the sending of spare
parts and reduce maintenance time (OPC Unified Architec-
ture, 2016).

The insertion of intelligence in almost all kinds of prod-
ucts and services, as well as a high level of automation
in factories, becomes a reality. From the perspective of
economic benefits, these innovations are responsible for
productivity increase in a scale without precedents. In
2020, it is estimated 7,6 billion devices working in indus-
tries with a market value of USD 1,4 trillion (Gartner, Inc.,
2017).

A survey conducted by the Society for Information Man-
agement (SIM) among senior IT Executives reveals that se-
curity remains as a pervasive and persistent concern. Recent
issues such as the NSA fall-out and the Sony Pictures breach
stimulated companies around the globe to continue invest-
ing in their security systems. Cloud and mobile technologies
deepened the continued focus on data security (Luftman,
2015). Given this perception, it justifies network security
ranked at the top of the list of blockchain applications in
M2M.

3. RESEARCH METHOD

The present research is theoretical, bibliographic and,
since it aims to explore the state-of-art of the blockchain
technology applied to manufacturing, it can be considered
as exploratory as well.

A Systematic Literature Review (SLR) was performed
with the objective to discover how blockchain is being
used in manufacturing environment and its impact on ma-
chine-to-machine communication. The guidelines of this
review were based on Kitchenham (2004). The choice of
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this method considered that SLR is a mean of identifying,
evaluating and interpreting all available research relevant to
a particular research question, or topic area, or phenome-
non of interest. SLR was not used for the bibliometric quan-
titative analysis, but to a qualitative study, considering the
found papers content.

Only articles published in journals were considered,
not limiting publication date. The search was executed on
March 25", 2018 and the electronic databases used were
Web of Science™, Scopus™, and ACM™ — Association for
Computing Machinery. The process was conducted in three
stages (see Figure 2) to choose only relevant papers about
the subject.

The Step 1 was the search in the three papers databas-
es, using the strings presented in Table 1. The search was
done with the all search fields option (title, abstract, key
words, entire paper) or, in other words, with the broad-
er filter criteria, aiming to obtain the maximum number
of papers from the bases. The exclusion of the repeated
results (the same paper was found in more than one base)
resulted in 45 papers. An initial filter excluded two papers
by duplicity.

The Step 2 involved the selection of papers under the
inclusion and exclusion criteria exhibited in Table 2. It was
done by reading all the 43 papers’ abstracts and, in case of
doubt, with a superficial entire paper reading, to avoid false
exclusion. In this step, 33 papers were excluded: 22 due to
the exclusion criterion d and nine due to the exclusion crite-
rion e, resulting in 12 papers to the Step 3.

The Step 3 consisted of analyzing the articles selected
on previous stage through a meticulous full reading. Given
the restricted number of papers selected, no quality criteria
were applied.

Search strings in databases:
45 papers found

S

43 non-repeated
papers

Inclusion /
Exclusion
criteria

e ) GRS
Full reading

Figure 2. Paper selection process

Table 1. String for search in databases

Web of Science™

Topic: (BLOCKCHAIN AND (MANUFACT* OR ASSEMB* OR FABRI-
CAT* OR PRODUCTION) AND (M2M OR MACHINE-TO-MACHINE
OR “MACHINE TO MACHINE” OR “INTERNET OF THINGS” OR
“INTERNET-OF-THINGS”))

Scopus™

ALL((BLOCKCHAIN AND (MANUFACT* OR ASSEMB* OR FABRI-
CAT* OR PRODUCTION) AND (M2M OR MACHINE-TO-MACHINE
OR “MACHINE TO MACHINE” OR “INTERNET OF THINGS” OR
“INTERNET-OF-THINGS”))) AND (LIMIT-TO ( DOCTYPE,"ar” )

ACM™

(+(“BLOCKCHAIN”)+(MANUFACT* ASSEMB* FABRICAT* PRODUC-
TION)+(M2M “MACHINE-TO-MACHINE” “MACHINE TO MA-

CHINE” “INTERNET OF THINGS” “INTERNET-OF-THINGS”))

Table 2. Criteria for inclusion or exclusion

Exhibit any blockchain contribution to M2M or loT

Inclusion | Propose a method to categorize blockchain applica-
tions
Full text not available in electronic document
Do not contain blockchain string in title, abstract or
Exclusion keywords

Do not exhibit any blockchain contribution to M2M
or loT explicit in abstract

Due to the restricted number of papers identified, it was
decided to conduct a second search, considering the Indus-
try 4.0 context specifically. The following string was used
[blockchain AND (“industry 4.0” OR “advanced manufactur-
ing” OR “industrial internet”)] in Web of Science™, Scopus™
and ACM™ search engines and it resulted in articles already
identified in the previous set of 45 articles. In this sense, the
few numbers of papers was attributed to the degree of nov-
elty of the theme and not to the pertinence of the initial
search string.

4. DISCUSSION

A Delphi study performed in 2017 sought to answer the
question of how blockchain could change the future of busi-
ness (White, 2017). This article identified some business ar-
eas where blockchain may have a significant influence and
where practitioners may invest. It recognizes three perceived
groups according to maturity. The first embraces two areas
in which blockchain applications already exist and are like-
ly to experience increased growth: “physical currency” and
“transfer of bonds, deeds or stocks”. The next one points to
sectors where the usefulness of blockchain is certain in the
short-term future and comprises the following examples:
“digital certificates”, “global supply chain management”, “in-
dependent certification of product quality” and “recording
personal and private data”. The last includes fields where de-



ployment is unlikely at this moment, but companies driven
to disruptive innovations could embrace opportunities. It in-
cludes “verified corporate due diligence” and “performance
management systems”.

The final selected 12 articles have a common objective
that is the breakthrough in facilitating transactional process
and coordination among the interaction devices in a safe
way. As seen before, recording personal and private data is
one of the most important concerns and it explains why all
selected papers approach this issue to somewhat different
degrees.

According to White (2017), the following classification
stages of blockchain applications were adopted: 1) Already
exist; 2) Coming soon; 3) Unlikely at moment. Moreover,
papers with subject in commons were subdivided in four
clusters. The first set of papers explores the technical vul-
nerabilities of a decentralized network and addresses this
issue with blockchain use in manufacturing. A second set
of articles investigates blockchain employment in transport
system to create an ecosystem of autonomous vehicles. The
third set contains articles related to supply chain manage-
ment to register all the data of product lifecycles. The last
cluster also refers to private data recording, but focused on
the energy sector. Except for White (2017) that proposed a
categorization to blockchain applications, the final list to full
read is presented in Table 3.

Table 3. Classification of the selected papers

Application Stage of
Set pp. Papers g .
Field Application
Van Lier, 2017 3
Yin et al., 2017 2
Skwarek, 2017 2
A Manufacturing | Preuveneers
and llie-Zudor, 2
2017
Li et al, 2018 3
. Sharma, 2017 3
Transportation -
B Dorri et al,
systems 3
2017
. Wu et al.,
c Supply chain 2017 2
management
Kennedy, 2017 2
Pop et al., 2
D Energy sector 2018
Khaqqi, 2018 2

In the Set A — Manufacturing - it is common sense that
in an M2M system, the transmission and data storage re-
quire high confidentiality, integrity, validity and authentic-
ity. Blockchain technology can effectively set the safety of
machines expansion, ensuring that data process cannot be
violated.
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Van Lier (2017) uses complexity science to understand the
blockchain phenomenon. Cyber-physical systems are under
development through interconnections among home appli-
ances, vehicles, smart television, mobile phones, etc. They
are considered complex systems since many devices interact
in @ non-simple way since each component of a whole can
influence any other whole. Therefore, trust in information
transactions is important to reduce uncertainty about the
future behavior of the system in these networks. Blockchain
helps creating interconnected systems able to make autono-
mous decisions in which humans believe that activities and
transactions performed in a specific context were realized
reliably and securely.

Yin et al. (2017) highlight the safety problem of commu-
nication of M2M, in which current security protocols are
not successful in solving the intercommunications between
different heterogeneous devices in CPS devices. This paper
proposes a blockchain design to resolve the security of M2M
in a CPS through a manufacturing case study, where keep-
ing track of historical data is essential to improve processes,
identify key factors that may affect product quality and opti-
mize the maintenance methods. This blockchain framework,
designed as M2M, consists of public network areas, device
areas and private areas.

Skwarek (2017) states that blockchain features such as
distributed ledger, time-stamping and consensus can be
used for securing sensors network, with a small energy
consumption and low calculation capabilities. Especially in
manufacturing, a simple sensor failure may affect the whole
process chain and lead to stopping production or shipment
breakdown at smart-transportation. High requirements re-
sulting in a substantial energy consumption is necessary;
however, these measures counteract the need for a long
battery operating time of loT devices. Blockchain seems to
be a solution since loT devices only need to provide low se-
curity consistent with their energy limitation, while block-
chain broadcasts information securely against manipulation
and errors.

Preuveneers and llie-Zudor (2017) highlights the issue of
transparency of networked production and cyber-security
weakness that can depict several risks, such as sabotage of
critical infrastructure, unauthorized access to private data
or interference in production process. Whereas physical pe-
rimeter security seems appropriated, the vast majority of
systems or non-standardized protocols were never designed
with networked production. The paper presents a block-
chain solution for decentralized access control to ensure
data transparency, integrity, authenticity, and permission of
dataflow-oriented Industry 4.0 processes.

Finally, Li et al. (2018) go further and envision companies
selling not only their products and services, but also selling
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their knowledge. The researchers proposed a conceptual
framework based on blockchain to support the exchange of
knowledge and services among the parties that contributed
to it. It consists of six layers: customer layer, an enterprise
layer, an application layer, an intelligence layer, a data layer,
and an infrastructure layer. They believe that the manufac-
turing system will be shifted from an integrated system to
an open manufacturing system and, consequently, the stan-
dard and quality of entire industry will be enhanced.
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Regarding the Set B — Transportation Systems —and more
focused on automobile environment, Sharma et al. (2017)
and Dorri et al. (2017) proposed a blockchain architecture
to defend the privacy of the users and to augment the se-
curity of the vehicular ecosystems. Both papers assume that
vehicles have sensors and computers embedded that share
data, such as locations, behaviors, usages or payments in a
decentralized network. The articles discuss promising bene-
fits in remote software updates, insurance industry, electric
vehicles, and car-sharing services.

In the case of set C — Supply Chain, two different ap-
proaches of blockchain uses were identified. Wu et al. (2017)
argue that the current supply chain information systems are
unable to provide accurate and real-time shipment tracking
along the distribution stage. Basically, the carrier concen-
trates and shares the information with other stakeholders
on-demand basis. The authors put forward a combined pri-
vate-public ledger architecture where private blockchain
ensures the privacy requirements of trading partners and
public blockchain makes sure all the necessary information
be visible for critical decision-making.

Additionally, Kennedy et al. (2017) demonstrate a new
anti-counterfeiting approach based on blockchain. Counter-
feit additive manufacturing parts seem to be similar to the
original; however, they lack the critical information on the
part functionality or material composition that may lead to
part failure. It is advantageous for a firm to have a system
for monitoring the goods throughout the supply chain effi-
ciently and, at the same time, addressing anti-counterfeiting
measures. This paper uses a composite thermoplastic fila-
ment to write a QR code directly into the product, whose
physical features provide a visible fluorescence emission
that could be measured with UV-excitation by a smartphone
camera and could be integrated to blockchain. The QR code
establish a searchable reference to an Ethereum-based
blockchain entry, which includes elements from the part’s
design, printing process, and from post-production analysis.

In the last set D — Energy Sector, the two papers selected
adopt blockchain to record energy or gas emission safely to
create confidence among all participants. In Pop et al. (2018)
paper, they proposed a decentralized solution for managing
demand response programs in the context of Smart Grids.

In Khaqqi et al. (2018), a reputation-based emission trading
system anchored in a blockchain is presented to address its
management and fraud issues.

Energy demand and energy production are not balanced.
Uncertainty due to the intermittent and unpredictable na-
ture of its generation and because of the lack of grid-scale
energy storage capacity, electrical energy must be used as it
is produced. The authors suggest a blockchain-based model
for distributed management, control, and validation of de-
mand response events in low/medium voltage smart grids.
Smart meters would send energy values to the contract.
The potential benefits of blockchain adoption includes de-
centralized peer-to-peer (P2P) energy trading without inter-
mediaries, deployment of secured energy transactions and
increased share of distributed renewable energy within the
energy mix (Pop, 2018).

A new approach to encourage the adoption of long-term
solutions instead of controlling carbon credits prices was
introduced in the following paper. Smart devices are used
to support elements of Emission Trading Scheme policy, the
Monitoring, Reporting and Verification procedures by pro-
viding an immutable and transparent record of permits and
reputations. Reputation is a new model that depends on
past emission rates and participant’s strategies to reach the
emissions decrease. Furthermore, this proposed scheme
was evaluated against a conventional model and the results
show the feasibility of this new system (Khaqgqi, 2018).

5. CONCLUSIONS

In academic environment, the studies of blockchain ap-
plications directed to manufacturing are scarce, as well as
the papers that concern specifically the blockchain with loT
or M2M. It can be concluded that, regardless of blockchain
application, such as disintermediation of trust, immutability
of records or smart contracts, the utmost concern is focused
on privacy and security. Most of the articles are concentrat-
ed on business creation on blockchain in four areas: man-
ufacturing, transport, supply-chain, and energy, using loT
devices as contact points to the physical world, using this
technology to automatize workflows in a safety way to re-
duce time and costs in processes. It has also been noted that
none of the likely applications already exist or are in use.

Besides that, the use of blockchain in finances could not
be ignored, since experts believe the potential impact on the
development of innovative and valuable business processes
and new products in this area (White, 2017). Therefore, to
support financial transactions in manufacturing activities,
two approaches for the use of blockchain could be consid-
ered: as a technology embedded in digital payment system
or as digital currency. In the first one, all financial data cre-



ated by smart contracts, driven according to the machines’
interaction, could be stored in blockchain. These databases
could provide account payable and receivable balances to be
cleared in an agreed date and compensated by a financial in-
stitution, or through an exchange of products or services be-
tween companies. The second alternative would be a direct
financial clearing, using a digital currency that is accepted by
both companies. In this case, a third party is unnecessary.

The integration of blockchain with 1oT and M2M may re-
sult in relevant changes in countless sectors, leading to re-
thinking the current business models. Nevertheless, some
technical constrains need to be addressed. Blockchain still
demands high computational costs resulting from time-con-
suming processing and bandwidth capacity that is not ap-
propriate for most loT devices. At last, since many papers
concern technical approach, it could be suggested as future
works more applied research on blockchain application in
the operational management.

REFERENCES

Arcos, L. C. (2018), “The blockchain technology on the mu-
sic industry”, Brazilian Journal of Operations & Production
Management, Vol. 15, No. 3, pp. 439-443.

Atzori, L.; lera, A.; Morabito, G. (2010), “The Internet of
Things: A survey”, Computer Networks, Vol. 54, No. 15, pp.
2787-2805.

Brennan, C.; Lunn, W. (2016), “Blockchain: the trust dis-
rupt”, 3 August 2016 Europe/United Kingdom Equity Research
Technology, available from: http://www.the-blockchain.com/
docs/Credit-Suisse-Blockchain-Trust-Disrupter.pdf Access: 19
Apr 2019.

Christidis, K. A.; Devetsikiotis, M. (2017), “Blockchains and
Smart Contracts for the Internet of Things”, IEEE Access, Vol.
4, pp. 2292-2303. doi: 10.1109/ACCESS.2016.2566339

Cullinen, M. (2013), Machine to Machine Technologies:
Unlocking The Potencial of a $1 Trillion Industry. Carbon War
Room Research Report - 2013, Carbon War Room Research &
Intelligence Group.

Dorri, A. et al. (2017a), Towards an optimized blockchain
for IoT., 2017 IEEE/ACM Second International Conference on
Internet-of-Things Design and Implementation (loTDI), 18-21
April 2017, pp. 173-178. doi:10.1145/3054977.3055003

Dorri, A. et al. (2017b), “Blockchain: A distributed solution
to automotive security and privacy”, IEEE Communications
Magazine, Vol. 55, No. 12, pp. 119-125.

Gartner, Inc. (2017), “Gartner Says 8.4 Billion Connected
“Things” Will Be in Use in 2017, Up 31 Percent From 2016”,
Newsroom, Press Releases, available from: <http://www.gart-
ner.com/newsroom/id/3598917> Access: 19 Apr 2019.

301

Gomes, S. S. (2018), “Smart Contracts: legal frontiers and
insertion into the Creative Economy”, Brazilian Journal of
Operations & Production Management, Vol. 15, No. 3, pp.
376-385.

Brazilian Journal of Operations & Production Management
Volume 16, Nimero 2, 2019, pp. 294-302
DOI: 10.14488/BJOPM.2019.v16.n2.a10

Hull, R. et al. (2016), “Towards a Shared Ledger Business
Collaboration Language Based on Data-Aware Processes”, In-
ternational Conference on Service-Oriented Computing — IC-
SOC 2016, pp. 18-36. doi: 10.1007/978-3-319-46295-0_2

Kennedy, Z. C. et al. (2017), “Enhanced anti-counterfeiting
measures for additive manufacturing: coupling lanthanide na-
nomaterial chemical signatures with blockchain technology”,
Journal of Materials Chemistry C, Vol. 5, No. 37, pp. 9570-
9578.

Khaitan, S. K.; McCalley, J. D. (2014), “Design Techniques
and Applications of Cyberphysical Systems: A Survey”, IEEE
Systems Journal, Vol. 9, No. 2, pp. 350-365.

Khaqqi, K. N. et al. (2018), “Incorporating seller/buyer
reputation-based system in blockchain-enabled emission tra-
ding application”, Applied Energy, Vol. 209, pp. 8-19.

Kitchenham, B. (2004), “Procedures for performing syste-
matic reviews”, Software Engineering Group, Department of
Computer Science, Keele University, Keele, UK, Vol. 33, pp.
1-26.

Lee, J. B. et al. (2015), “A cyber-physical systems architectu-
re for industry 4.0-based manufacturing systems”, Manufac-
turing Letters, Vol. 3, pp. 18-23.

Li, Z. et al. (2018), “Toward open manufacturing: A cross-
-enterprises knowledge and services exchange framework
based on blockchain and edge computing”, Industrial Mana-
gement & Data Systems, Vol. 118, No. 1, pp. 303-320.

Luftman, J. D. et al. (2015), “Influential IT management
trends: an international study”, Journal of Information Tech-
nology, Vol. 30, No. 3, pp. 293-305.

MacDonald, T. et al. (2016), “Blockchains and the bounda-
ries of self-organized economies: Predictions for the future of
banking”, New Economic Windows. doi: 10.1007/978-3-319-
42448-4 14

Mattern, F. (2013), “Die technische Basis fur M2M und
das Internet der Dinge”, In: Eberspacher J, Kubach U (eds),
M2M und das Internet der Dinge - Vom Hype zur praktischen
Nutzung, Miinchner Kreis, pp. 46—69.

Monostori, L. K. et al. (2016), “Cyber-physical systems in
manufacturing”, CIRP Annals, Vol. 65, No. 2, pp. 621-641.

Nakamoto, S. (2008), “Bitcoin: A Peer-to-Peer Electronic
Cash System, The paper that first introduced Bitcoin, availa-
ble from: <https://bitcoin.org/files/bitcoin-paper/bitcoin_pt_
br.pdf> Access: 19 Apr 2019.

OPC Unified Architecture (2016), Interoperability for In-
dustrie 4.0 and the Internet of Things, OPC Foundation,



Brazilian Journal of Operations & Production Management
Volume 16, Nimero 2, 2019, pp. 294-302
DOI: 10.14488/BJOPM.2019.v16.n2.a10

available from: <https://opcfoundation.org/wp-content/

uploads/2016/05/0PC-UA-Interoperability-For-Industrie4-
-and-loT-EN-v5.pdf>. Access: 19 Apr 2019.

Peterson, L. L.; Davie, B. S. (2012), Computer networks: a
systems approach, 5 th., Morgan Kaufmann.

Pop, C. C. et al. (2018), “Blockchain Based Decentralized
Management of Demand Response Programs in Smart Energy
Grids”, Sensors, Vol. 18, No. 1.

Preuveneers, D.; llie-Zudor, E. (2017), “Trustworthy data-
-driven networked production for customer-centric plants”,
Industrial Management & Data Systems, Vol. 117, No. 10, pp.
2305-2324.

Rajkumar, R. et al. (2010), “Cyber-physical systems: The
next computing revolution”, In IEEE (Ed.), Design Automa-
tion Conference (DAC), 2010 47th ACM/IEEE, (pp. 731-736).
Anaheim, CA, USA.

Ranjan, A. K.; Hussain, M. (2016), “Terminal Authentica-
tion in M2M Communications in the Context of Internet of
Things”, Procedia Computer Science, Vol. 89, pp. 34-42.

Scheuermann, C.; Verclas, S.; Bruegge, B. (2015), “Agile Fac-
tory - An Example of an Industry 4.0 Manufacturing Process”,
Cyber-Physical Systems, Networks, and Applications (CPSNA),
2015 IEEE 3rd International Conference on. Hong Kong, China.

Sharma, P. et al. (2017), “Block-VN: A distributed blockchain
based vehicular network architecture in smart city”, Journal of
Information Processing Systems, Vol. 13, No. 1, pp. 184-195.
doi:10.3745/JIPS.03.0065

Shrouf, F. O. et al. (2014), Smart factories in Industry 4.0:
A review of the concept and of energy management approa-
ched in production based on the Internet of Things paradigm.
Industrial Engineering and Engineering Management (IEEM),
2014 IEEE International Conference on (pp. 697-701). IEEE.

Skwarek, V. (2017), “Blockchains as security-enabler for
industrial loT-applications”, Asia Pacific Journal of Innovation
and Entrepreneurship, Vol. 11, No. 3, pp. 301-311.

Slack, N. (2015), Administragdo da produgdo, 4th, Atlas.

Swan, M. (2015), Blockchain: Blueprint for a new economy,
O’Reilly Media, Inc.

Tapscott, D.; Tapscott, A. (2017), “Blockchain revolution -
como a tecnologia por tras do bitcoin estd mudando o dinhei-
ro, os negdcios e o mundo”, SENAI, Sdo Paulo, SP.

Tian, F. (2016), An Agri-food Supply Chain Traceability Sys-
tem for China Based on RFID \&Blockchain Technology, 2016
13th International Conference on Service Systems and Service
Management (ICSSSM), 24-26 June 2016.

Van Lier, B. (2017), “Can Cyber-Physical Systems Reliably
Collaborate within a Blockchain?”, Metaphilosophy, Vol. 48,
No. 5, pp. 698-711.

Vermesan, O. et al. (2014), Internet of things strategic re-
search and innovation agenda, River Publishers Series in Com-
munication, p. 7-142.

White, G. R. (2017), “Future applications of blockchain in
business and management: A Delphi study”, Strategic Change,
Vol. 26, No. 5, pp. 439-451.

Wu, H. L. et al. (2017), “A Distributed Ledger for Supply
Chain Physical Distribution Visibility”, Information, Vol. 8, No.
4, p. 137.

Yin, S. et al. (2017), “M2M security technology of cps based
on blockchains”, Symmetry, Vol. 9, No. 9, p. 193.

Yli-Huumo, J. et al. (2016), “Where Is Current Research on
Blockchain Technology?—A Systematic Review”, PloS one,
Vol. 11, No. 10, p. e0163477.

Received: 14 Dec 2018
Approved: 06 Apr 2019
DOI: 10.14488/BJOPM.2019.v16.n2.a10

view/671 (access year month day).

How to cite: Martins, G. D.; Gongalves, R. F.; Petroni, B. C. (2019), “Blockchain in manufacturing revolution
based on machine to machine transaction: a systematic review”, Brazilian Journal of Operations & Production
Management, Vol. 16, No. 2, pp. 294-302, available from: https://bjopm.emnuvens.com.br/bjopm/article/




