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1 INTRODUCTION 

Organizational management plays an important role in the logistics sector, where efficiency and 
precision are key factors in operational performance (Abouzid and Saidi, 2023). According to 
Parfenov et al. (2021) modern logistics requires an integrated and strategic approach, where 
organizational leaders must balance process optimization, cost reduction and customer 
satisfaction. Therefore, faced with a complex and dynamic context, managers and their teams face  

 

Financial support: none. 

Conflict of interest: The authors have no conflict of interest to declare. 

Corresponding author: vitor.martins@uepa.br  

Received: 11 February 2025. 

Accepted: 22 April 2026. 

Editor: Osvaldo Luiz Gonsalves Quelhas.  

This is an Open Access article distributed under the terms of the Creative Commons Attribution License, which permits unrestricted use, distribution, and reproduction 
in any medium, provided the original work is properly cited. 

ABSTRACT 

How to cite: Spinelli, A. C, et al. B. (2026), “Validation of challenges in the insertion of ISO/IEC 42001 artificial intelligence 

system in logistics management”, Brazilian Journal of Operations and Production Management, Vol. 23, No. 1, e20262591. 

https://doi.org/10.14488/BJOPM.2591.2026  

https://doi.org/10.14488BJOPM.2591.2026
mailto:vitor.martins@uepa.br
https://orcid.org/0000-0003-2327-578X
https://orcid.org/0000-0001-7526-0438
https://orcid.org/0000-0003-4084-9511
https://orcid.org/0000-0003-1502-258X
https://orcid.org/0000-0002-3818-1375
https://orcid.org/0000-0003-4891-8630
https://doi.org/10.14488/BJOPM.2591.2026


                     Validation of challenges in the insertion of ISO/IEC 42001 artificial intelligence system in logistics management 

Brazilian Journal of Operations and Production Management, Vol. 23, No. 1, e20262591 |  https://doi.org/10.14488BJOPM.2591.2026           

 

2/17 

 

 

the challenge of coordinating a variety of internal and external activities in a highly competitive and 
globalized environment (Ransolin et al., 2024). In order to achieve a strategic and adaptable 
approach to the fluidity of the 21st century, companies need to exploit the potential of technologies 
and stay ahead of emerging market challenges (Tsang et al., 2022). 

In this sense, more recently, the importance of Artificial Intelligence (AI) in the organizational 
context has emerged. AI as technology offers opportunities to improve operational efficiency and 
strategic decision-making related to logistics challenges (Sadeghi et al., 2024; Sharifmousavi et al., 
2024). By analyzing data in real time, patterns can be identified, future demands can be predicted, 
and decisions can be made based on accurate and up-to-date information (Wu and Liao, 2023). 
Furthermore, through machine learning, AI systems are able to adapt over time, continually refining 
their operations, automating processes and increasing their accuracy and effectiveness. However, 
the successful implementation of AI in logistics management requires not only investments in 
technology, but also a change in cultural and organizational structure to ensure employee 
acceptance and collaboration (Wubineh et al., 2024). 

However, the transformation in the way companies operate needs to be accompanied by robust 
governance and ethical alignments, since it involves accessing, using and distributing data from 
different sources in masse, generating new statistical correlations and new processes all the time 
(Sarkar et al., 2024; Siqueira and Lara, 2020). Corporate governance is related to operational 
performance and technological innovations, since it is necessary to preserve the rights and 
interests of its stakeholders while seeking the success of the company's results in an ethical and 
fair manner (Ma et al., 2024; Maheshwari et al., 2024). This creates a demand for regulatory and 
normative standards that level out the actions carried out within organizations considering ethical 
guidelines for competitiveness in the market, allowing for the sustainable development of results 
through the infinite possibilities presented by technology (Booyse and Scheepers, 2024). 

Considering this need, the ISO/IEC 42001 standard has emerged as a response to establish 
international guidelines for the management of artificial intelligence systems in organizations. 
According to Long et al. (2020) and Yuan et al. (2023) this standard defines requirements for the 
establishment, implementation, maintenance and continual improvement of an Artificial 
Intelligence Management System, aimed at ensuring the effectiveness, security and transparency 
of AI systems. Compliance with ISO/IEC 42001 demonstrates an ethical and responsible 
commitment to AI, generating stakeholder confidence and competitive advantages. The application 
of the standard is not limited to a specific sector and can benefit various types of organizations, 
contributing to the responsible advancement of AI in society (Li et al., 2024; Peretz-Andersson et 
al., 2024; Yang, 2024). 

Although ISO/IEC 42001 provides a framework for managing artificial intelligence systems, there 
is a notable lack of studies addressing the challenges of adopting ISO standards in various 
organizational contexts. Academic literature and practical research have yet to explore the barriers 
and difficulties faced by organizations when implementing ISO standards (Hirata et al., 2023). In 
this vein, Budayan and Okudan (2022) point out the lack of a clear framework for implementing 
total quality management (TQM) in ISO 9001-certified construction companies, revealing that these 
difficulties are shared for implementing different types of certifications. In addition, Zhu et al. (2018) 
highlights the need for research to fully understand the challenges to adopting ISO standards, 
emphasizing the importance of detailed research to develop effective implementation strategies. 
Therefore, there is a demand for investigations that validate challenges encountered by companies 
when implementing ISO/IEC 42001. 

Specifically, it is worth highlighting the Brazilian logistics sector, which is characterized by its 
complexity and geographical diversity, as well as facing challenges related to infrastructure, 
regulation and competitiveness (Bonfim et al., 2013; Bouzada, 2012; de Faria et al., 2024; Guha et 
al., 2024). Logistics companies in Brazil operate in a dynamic environment, where transportation 
efficiency and supply chain management are important for gaining competitive advantage 
(Guarnieri et al., 2015; Santos and Ogunseitan, 2022).  Corroborating this logic, the comparative 
study by Beier et al. (2022), which analyzed Brazil in comparison with other countries such as China 
and Germany, found that, despite a relatively advanced implementation of Industry 4.0 
technologies, Brazil still faces significant challenges, justified by the fact that the digital 
transformation in Brazilian industrial production requires robust governance, clear incentive 
policies and a critical analysis of the alignment of technologies with strategic and sustainable 
objectives. 

Thus, considering the Brazilian logistics sector, the importance of inserting new technologies 
such as AI and the challenges inherent in this context, this research is guided by the following 
question: “What challenges can Brazilian companies face in the logistics sector in adopting ISO/IEC 
42001 in their processes?”. Therefore, the main objective of the study was to conduct exploratory 
research to systematically analyze and statistically validate the challenges to the adoption of the 
ISO/IEC 42001 artificial intelligence system in the Brazilian logistics sector, based on the 
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contribution of industry professionals. 

2 LITERATURE REVIEW  

2.1 ISO standards 

ISO (International Organization for Standardization) is an independent, non-governmental 
entity whose role is to standardize, standardize and publish international standards with the aim 
of improving compliance, efficiency and safety in companies. ISO standards contribute to 
innovation, support organizations in adopting best practices, quality management and 
sustainability, and consequently increase their competitiveness in the global market through 
certifications. In Brazil, the entity responsible for representing ISO is the Brazilian Association of 
Technical Standards (ABNT), while the National Institute of Metrology, Standardization and 
Industrial Quality (INMETRO) determines the guidelines that Accredited Certification Bodies (OCCs) 
must follow when obtaining certifications such as ISO 9001 and 14001 (Maekawa et al., 2013). 

Faced with the growing role of AI in organizations, ISO 42001 has emerged as an important 
milestone for establishing clear and robust guidelines for the management of AI systems (Bouanba 
et al., 2022). This international standard establishes detailed specific requirements that cover 
everything from the implementation to the maintenance and continuous improvement of AI 
systems, with the aim of ensuring efficiency, safety and transparency (Thiers and Harned, 2024). In 
the organizational context, adopting ISO/IEC 42001 not only demonstrates an ethical and 
responsible commitment, but also confers competitive advantages by ensuring that the practices 
adopted are in line with recognized international standards (McIntosh et al., 2024). In addition, the 
standard is applicable to various sectors, extending its positive impact on society by promoting a 
balanced approach between technological innovation and social responsibility (Thomas et al., 
2024). 

2.2 AI challenges in the context of standards 

In this context, starting the analysis of challenges related to the human capital of companies, in 
order to conduct operations using Artificial Intelligence, it is essential to have professionals 
available who are previously qualified to do so. Chen et al. (2024) points out the natural impact of 
AI on the labor market, since it requires a higher level of technical and higher education 
qualifications; however, in developing countries such as China - and Brazil - the majority of the 
workforce available is made up of frontline or basic operational workers. While Schuldt and Gröger 
(2022), in their study evaluating the level of maturity of the integration of the ISO System for 
Geometric Product Specification and Verification (ISO GPS) in Germany, reinforce that the low 
percentage of familiarity with the standard is due to the lack of professionals with mastery of the 
skills and knowledge prerequisites, the integration of a technology-based ISO system requires the 
maturity of the employees involved to implement it and have the capacity to manage it with quality. 
In agreement, Ahmad et al. (2022) points out the challenges faced by energy companies in 
transforming their activities with AI, and raises the need for a significant number of employees with 
technological skills so that there can be an effective, simple and innovative transformation, but at 
the same time reports that there is not a vast market of qualified professionals to meet this 
demand. 

When dealing with an ISO standard, Schuldt and Gröger  (2022) state in their research applied 
to the case of ISO GPS that knowledge of the standard's structure is one of the factors that defines 
the company's level of maturity in applying the requirements to processes, and the aim of knowing 
the maturity model is to visualize the company's current performance in the desired area and 
identify barriers to be overcome. In an application of the content analysis method to a collection of 
case studies of ISO 50001-certified organizations, Fuchs et al. (2020) found that one of the 
challenges most cited by companies was the gap in knowledge and familiarity with the 
requirements of the ISO standard, and then pointed out that the standard, published in 2011, is 
relatively new compared to 9001 or 14001 in terms of propositions and application guidelines in 
the literature. In addition, Franchina et al. (2023) in their study on ISO 9001, raise as a challenge the 
knowledge of the employees of the companies analyzed about the QMS (Quality Management 
System) - which guides the standard - and their need to overcome it in order to perform activities 
in accordance with the requirements of the system and the standard. 

Ahmad et al. (2022) presents various AI technologies, such as algorithms, machine learning and 
artificial neural networks, in three areas of the energy sector; it is understood that it is a challenge 
to have knowledge and selectivity in the ideal technologies for each area, since there are different 
demands, volumes of data and degrees of complexity in each one, while facing a countless variety 
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of available technologies. Barnova et al. (2023) in their research on the use of AI in brain-computer 
interfaces in medicine, state that individual cases must be studied and developed in a targeted 
manner, which brings to those responsible for the area of AI and machine learning in the respective 
segment the challenge of knowing in depth and evaluating the possibilities generated by crossing 
different technologies within a system. In addition, Stogiannos et al. (2024) in their study on the 
implementation of AI in the field of radiology, point to the use of frameworks - standards that 
facilitate the creation, organization and maintenance of systems - to guide the use of AI by 
radiologists and other healthcare professionals, i.e. using knowledge stored by the company to 
support the development of skills of the professionals involved in the process. 

However, Scaife (2024) in his study on the use of Artificial Intelligence in predictive maintenance 
comes to the conclusion that the middle to top leadership of the company must be involved in the 
process of building the AI system, because without support and favorable decisions to do so, a 
significant barrier is imposed, even though there are other necessary inputs for AI. Fuchs et al. 
(2020) also show that in 14% of the ISO 50001 adoption case studies analyzed, the lack of support 
from managers is cited as one of the challenges faced by companies. From the perspective of 
analyzing the various leadership styles in the context of the merger process between companies, 
Almada and Policarpo (2016) conclude that when the leadership stance is not constructive during 
a change process, it will itself become a challenge for the company. 

Stogiannos et al. (2024) highlight the importance of formal and standardized training for staff. 
These authors carried out research into radiography in which they addressed the application of 
artificial intelligence, highlighting the challenges and opportunities found in the implementation of 
AI based on a survey of radiologists in England. Corroborating this understanding, Franchina et al. 
(2023), with their study on the barriers to implementing ISO 9001 in clinical trial centers, illustrates 
that having an active training program focused on the standards established by the norm is a 
challenge for establishments seeking to adopt ISO. Likewise, Ahmad et al. (2022) discusses the 
advantages of artificial intelligence in the workplace, specifically in the energy sector, and for 
companies to be able to take full advantage of these tools, it is necessary to have a trained 
workforce and overcome the challenge of keeping them up to date. 

Similarly, with regard to the challenge of employee adherence to transformations in company 
processes, Fuchs et al. (2020) show that resistance and difficulty in educating leadership teams 
were identified in almost a third of the studies analyzed on ISO 50001. Considering the context of 
adapting functions and maintaining jobs, Chen et al. (2024) adds that employees within a company 
that is in the process of transforming to automation with AI must be willing to overcome the 
adaptation barrier to avoid replacing the workforce. Almada and Policarpo (2016), applying the 
situation of a merger between companies, contribute to the analysis of the dimensions of 
resistance - cognitive, emotional and intentional - and expose that the process of responding to 
changes in the company is a common challenge in companies, according to their particularities in 
each dimension. 

The analysis of the challenges for validating ISO/IEC 42001 in the Brazilian logistics sector reveals 
the need to address both the human and technological aspects related to the internal 
infrastructure of organizations. When referring to the integration of management systems as a 
challenge, , Ahmad et al. (2022) points out that the effective integration of the various energy system 
technologies, including automation and control, is one of the main obstacles in the implementation 
of AI, since compatibility between legacy systems and new AI technologies is extremely important 
to ensure successful implementation. Di Vaio et al. (2023) reaffirms that supply chain management 
is complex, involving various actors, processes and systems, integrating existing systems with AI 
solutions requires a holistic and coordinated approach across the organization, and emphasizes 
that integration is challenging due to heterogeneity, the need for cultural and social adaptation, 
and the investments required. In this vein, Sadeghi et al. (2024) add and relate transparency and 
agility in decision-making as fundamental factors for cyber resilience, requiring harmonious 
integration between Artificial Intelligence and existing management systems. 

Furthermore, when analyzing challenges related to companies' infrastructure, it is important to 
validate that information and data flows are clear. The analysis reveals that, during the 
implementation of the ISO 50001 standard, many organizations faced significant challenges, 
including insufficient data related to the area of application, highlighting that solving this challenge 
was critical to guiding the process of implementing the standard (Fuchs et al., 2020). For Di Vaio et 
al. (2023), the emphasis on digitalization as a means of significantly improving data analysis implies 
that for effective use of artificial knowledge, organizations need efficient data processing systems 
and high-quality data. According to Villa-Henriksen et al. (2020), diversity of data sources results in 
systems of varying units, structures and nomenclatures, which impairs operability between 
environments, thus negatively impacting communication protocols, system integration and data 
sharing become critical for effective implementation of artificial intelligence. 

Furthermore, as highlighted by Booyse and Scheepers (2024), company size and maturity 
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emerge as challenges for AI system implementation, because while larger companies may have the 
financial and human resources to invest in AI technologies, such as advanced software and 
hardware and qualified human capital, smaller companies may face significant obstacles due to 
financial and training constraints. Schuldt and Gröger (2022) reiterate that due to the complexity of 
the geometric product specification and verification system (ISO GPS), especially with the inclusion 
of mathematical descriptions, references, 3D specifications and manufacturing and measurement 
rules, small and medium-sized companies face difficulties in understanding and decoding this 
system. Following this line of reasoning, Henderson and Ruikar (2010) add that the size and 
maturity of companies directly influences their ability to deal with technological and cultural 
changes, such as the implementation of advanced technologies like AI, reinforcing that mature 
companies have more financial and human resources to invest in technologies and manage change 
processes. 

Furthermore, the difficulty of standardizing processes is intrinsically linked to technological 
implementation, as described by Henderson and Ruikar (2010) the lack of clear standards can 
increase uncertainty among employees, hinders effective communication and coordination 
between the parties involved in implementing technology and can undermine the efficiency and 
effectiveness of technological implementation, making it more difficult to achieve the desired 
objectives. For Scaife (2024), this scenario is due to the inconsistency and lack of uniformity in 
operations, the efficient integration of technologies, such as AI, is hampered by the lack of 
standardization, which can result in conflicts between old systems and new technologies, difficulty 
in understanding and, consequently, acceptance of the new technology by employees. In a study 
proposed by Stewart et al. (2004), it is highlighted that non-standardized processes have a 
significant impact on the implementation of technology, especially in the construction industry, 
interoperability between different applications and organizations hinders communication and data 
exchange, which slows down the adoption of information technology-based technologies. 

In addition to the challenges already mentioned, the management of documentation and 
standard operating processes emerges as an obstacle to the implementation of technology, as 
highlighted by Franchina et al. (2023) when relating to the Quality Management System, the 
creation and maintenance of documentation and standard operating processes in the standards 
of the norm are essential to ensure regulatory compliance, the quality of processes and the 
reliability of results in the implementation of technology in clinical research centers. Linked to this, 
applied to the context of digital holography technology (Zhong, 2024), which combines medical 
sensors and artificial intelligence, operational process documentation provides clear guidelines and 
standardized protocols for interpreting data and ensuring the effectiveness of the technology, 
keeping them up to date is fundamental for regulatory compliance and the quality of medical 
procedures. 

When addressing an ISO standard, Fuchs et al. (2020) emphasize in their research on the 
implementation of ISO 50001 that the absence of a Long-Term Strategy negatively impacts both the 
implementation of technology and the ISO standard itself. Without a comprehensive strategy, 
organizations face challenges in communicating the benefits of ISO 50001 and securing the 
necessary commitment for its effective implementation, potentially leading to inadequate resource 
allocation and cultural resistance. According to Peretz-Andersson et al. (2024), the lack of a long-
term strategic plan is common among small and medium-sized enterprises, negatively affecting the 
implementation of Artificial Intelligence. This compromises the transition to a more efficient, data-
driven operations model. Scaife (2024) reiterates that the use of AI for predictive maintenance in 
facilities can optimize monitoring, system operations, and provide data-driven recommendations, 
but its efficient implementation requires ongoing strategic commitment, adequate resource 
allocation, and employee training. 

Moreover, technological limitations significantly influence the implementation of advanced 
technologies and ISO standards, particularly in the energy sector, as illustrated by Ahmad et al. 
(2022) in their study on the digitalization of this industry. They highlight the integration of energy 
management systems and smart substations, which depend on Artificial Intelligence for equipment 
and consumption monitoring. However, slow adaptation by companies to new technologies, high 
demand for computational capacity, and lack of trust in AI predictions due to systemic uncertainties 
and unforeseen events are major obstacles. According to Fuch et al. (2020), technological 
limitations have a significant impact on the implementation of ISO 50001 in the energy sector, 
hindering the adoption of advanced technologies and modern management systems. Challenges 
such as security in smart manufacturing, the need for interconnected networks with secure 
communication, and incompatibility between legacy protocols and modern devices impede 
coordinated and cost-effective operations. To Sadeghi et al. (2024), using regression analysis, 
examined variables requiring rigorous checks to ensure the validity and reliability of the 
experimental design. Through regression models and hypothesis testing, significant relationships 
were identified, emphasizing the importance of technological advancements such as explainable 
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artificial intelligence (XAI) in strengthening cyber resilience in the supply chain. 
Regarding external infrastructure challenges, Stogiannos et al (2024) in their research within 

hospital environments, report that data security is a significant challenge for the implementation 
of Artificial Intelligence in processes handling sensitive data. Vast online databases are needed to 
feed AI systems, but companies are concerned about exposing internal information to risks such 
as cyberattacks. Similarly, Ahmad et al. (2022) address challenges in developing AI tools, particularly 
ML algorithms for control in the energy sector, including the risks companies face in data protection 
during this process. In their research on AI technologies in decision-making processes, Sadeghi et 
al. (2024) elucidate that the demand for more comprehensible and reliable technologies arises from 
the barrier imposed by managers' lack of confidence in how their data is protected. For example, 
deep learning processes require large volumes of detailed company data, increasing concerns 
about data security. 

In addition, Sadeghi et al. (2024) also identify the transparency of AI systems as a challenge when 
they are outsourced. The lack of understanding and visibility into how these technologies operate 
makes it difficult for companies to adopt new processes. Stogiannos et al. (2024), in their research 
with radiology professionals, highlight concerns regarding data privacy and access by AI companies 
during implementation. Although most professionals trust data protection laws and express 
minimal concern, some respondents remain uneasy about how clearly their information is being 
used. In this context, Booyse and Scheepers (2024), in their study on barriers to AI adoption in 
decision-making, emphasize the need for organizations to ensure responsible AI adoption by 
appointing supervisors capable of overseeing governance and ethics during the development 
process, a criterion identified as lacking in the analyzed companies. 

Embedded in a network of stakeholders involved in the process, Maragno et al. (2023) discuss, 
from the perspective of AI implementation in public services, that one of the main challenges to 
overcome is aligning and securing support from external stakeholders. This includes technical 
competencies, data collaboration, and ensuring joint progress of activities. Similarly, Ahmad et al. 
(2022) in the context of the energy industry, emphasize the need to involve all links in the supply 
chain to ensure process fluidity, effective AI implementation, and cybersecurity for all stakeholders' 
data. A barrier arises when any party does not adhere to the new activity models. 

Finally, in the context of external challenges to companies, Lee et al. (2024) address the 
implementation of Artificial Intelligence in the orthodontics segment, highlighting that the lack of 
legislative standards poses a challenge for organizations intending to adopt AI in their processes, 
as there is no official regulatory framework to ensure data protection. Regarding the use of 
technologies like ChatGPT, Nazir e Wang (2023) discuss the advantages, disadvantages, and 
challenges of AI-based technologies, particularly emphasizing the ethical challenges related to user 
privacy and preventing the spread of misinformation generated by algorithms. Similarly, Maragno 
et al. (2023) report in their exploratory study on AI adoption, societal concerns about laws and 
regulations controlling the use of technology. They highlight that new systems are developed more 
rapidly than new laws, and the lack of robust legislation limits the effective development of these 
technologies. 

Regarding the financial resources needed to implement ISO/IEC 42001, Di Vaio (2023) suggests 
that implementing digitalization practices and artificial intelligence requires financial investments 
for infrastructure, as well as intangible resources such as time, effort, and human skills. They also 
emphasize the need for public policies to support AI technology implementation and digital 
knowledge management systems. Moreover, Fuchs et al. (2020) observe that implementation costs 
are often a determining factor in adopting energy management systems like ISO 50001. These costs 
include initial infrastructure investments, such as acquiring measurement equipment and energy 
monitoring systems, as well as ongoing operational costs, such as employee training and system 
maintenance.  Aligned with this, Scaife (2024) stresses that to efficiently operationalize Artificial 
Intelligence, a robust technological infrastructure is necessary.  

Installing and maintaining this infrastructure entails high initial costs, both in terms of hardware 
and software. In this context, the cost of maintaining technological systems is a relevant factor 
impacting organizations' decisions to adopt advanced technologies like AI. This involves significant 
financial investments, managing organizational change, providing employee retraining, and 
ensuring transparency and compliance with ethical and regulatory standards (Booyse and 
Scheepers, 2024). In Okonkwo et al. (2023), the research highlights that ongoing operational and 
maintenance costs are a critical barrier for companies seeking to adopt advanced technologies. It 
underscores the importance of considering not only acquisition costs but also the long-term costs 
associated with maintaining and operating these systems. Villa-Henriksen (2020) emphasizes that 
continuous maintenance and associated costs can directly affect the economic viability of 
implementing new technological solutions. The introduction of smart devices, such as Android 
mobile phones, necessitates hardware and software updates to ensure efficient operation, thereby 
increasing maintenance costs. 
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Additionally, as noted by Franchina et al. (2023), the implementation and maintenance of a 
Quality Management System (QMS) compliant with ISO 9001:2015 present significant financial and 
logistical challenges for organizations, particularly clinical research centers. The costs and logistics 
of annual audits require considerable investment, while the ongoing need for process 
improvements adds further financial pressure. Despite these challenges, the benefits include 
enhanced processes, more effective corrective actions, and more robust risk management. 

3 METHODOLOGICAL PROCEDURES 

The research strategies adopted in this study included a literature review and a survey, 
conducted in five distinct stages: (a) a literature review focusing on identifying challenges in the 
implementation of Artificial Intelligence and the adoption of ISO standards in the logistics sector; 
(b) the development of a research instrument (questionnaire) based on the challenges identified in 
the literature review; (c) conducting the survey with professionals in the field; (d) data analysis and 
validation using the Lawshe method; and (e) establishing discussions of the results, conclusions, 
and proposals for future research. 

The literature review utilized scientific databases such as Web of Science, ScienceDirect, and 
Emerald. The objective of this stage was to identify articles that provide a foundation for the 
systematic use of technologies in the logistics sector and the challenges associated with adopting 
ISO/IEC 42001 Artificial Intelligence Standards. The searches were performed using specific terms 
and combinations, including: Artificial Intelligence, ISO, ISO/IEC 42001, Logistics, Supply Chain, 
Management System, Implementation, Corporate Culture, Change, Improvement, Companies, 
Challenges, Barriers and Difficulties. This search resulted in the selection, full reading, and analysis 
of 21 articles related to the challenges of adopting and utilizing ISO/IEC 42001 in the logistics sector 
(Table 1). 

Subsequently, a questionnaire was developed based on the challenges identified in the 
literature. For each challenge associated with the adoption of ISO/IEC 42001, professionals were 
asked to respond using a 3-point scale: 1 - Overcoming this challenge is essential for adopting 
ISO/IEC 42001 in the logistics sector.   2 - Overcoming this challenge is important but not essential 
for adopting ISO/IEC 42001 in the logistics sector.   3 - Overcoming this challenge is not important 
for adopting ISO/IEC 42001 in the logistics sector. 

For data collection, professionals were contacted via email and social media. The questionnaire, 
accessible through an online link generated on the Google Forms platform, was sent to 300 
professionals in the logistics sector in Brazil. A total of 31 responses were received, representing a 
response rate of 10.33%. The low response rate obtained is average for survey-type studies 
conducted in Brazil. Factors such as respondents' time constraints, low perception of the study's 
immediate relevance, and an overload of similar requests may be possible causes for this limitation. 
Therefore, it is important to highlight a potential risk of non-response bias, since individuals who 
chose to participate may have different characteristics, perceptions, or levels of interest than those 
who did not respond. However, regarding the application of Lawshe's method, it is argued that the 
technique predominantly values the expertise of specialists in evaluating the content and 
perspectives considered in the validation process. Furthermore, it is emphasized that strategies 
were adopted to increase participation, such as sending individualized invitations, periodic 
reminders, and guaranteeing the confidentiality of responses. Finally, the exploratory nature of the 
study is reiterated, emphasizing that the results should be interpreted with caution, especially 
regarding their generalizability, and future investigations with larger samples and higher response 
rates are recommended to strengthen the evidence presented.  

Regarding the profile of respondents, 19% were supervisors, 19% analysts, 19% specialists, 16% 
coordinators, 13% professors, 6% directors, and 6% held other positions. Geographically, 58% were 
from the North region, 19% from the Northeast, 16% from the Southeast, and 6% from the South. 
Educationally, 55% held postgraduate degrees, while 45% had only undergraduate degrees. 
Regarding experience, 39% had less than 5 years in the field, 39% had 5–10 years, and 23% had 
over 10 years. 

Following data collection through the survey, the Lawshe method was employed in accordance 
with the guidelines of Lawshe (1975) and the recommendations Marinho et al. (2023) and Ayre and 
Scally (2014). This method is commonly used in exploratory studies to validate barriers, obstacles, 
benefits, challenges, and other aspects within a specific context, considering the opinions of experts 
and decision-makers (Lawshe, 1975; Moreira et al., 2023), as was done in this study. For validation, 
the Lawshe method involves classifying criteria into three categories: "essential," "important but 
not essential," and "not important”. 

To apply the method, the Content Validity Ratio (CVR) was initially calculated for each 
questionnaire criterion (Equation 1). The formula presented in Equation 1 is used to determine the 
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degree of agreement among experts on the relevance of each item, indicating whether it should be 
retained or excluded from the instrument. 

 

Equation 1 - Content Validity Ratio 
 

𝑪𝑽𝑹 =  
𝒏𝒆 −  

𝑵
𝟐

𝑵
𝟐

 (1) 

 
Where "ne" represents the number of experts who considered the criterion as "essential," and 

"N" is the total number of experts who participated in the survey. CVR values range from -1 to +1, 
with -1 indicating complete disagreement and +1 indicating complete agreement (Ayre and Scally, 
2014). According to Lawshe (1975), when evaluating the possible outcomes of the procedure, if 
more than 50% of respondents perceived the criterion as "essential," the CVR was positive. 
However, if fewer than 50% of respondents indicated the criterion as "non-essential," the CVR was 
negative. A CVR of zero indicated that half of the experts considered the criterion "essential," while 
the other half did not. 

Subsequently, for further analysis of the method, the mean (Equation 2), standard deviation 
(Equation 3), and variance (Equation 4) were calculated to better understand the distribution of 
responses and the consistency among the experts. In these equations, "n" corresponds to the 
number of respondents, and "p" represents the probability of considering the item as essential.  

 

Equation 2 – Mean  

𝝁 = 𝒏. 𝒑 (2) 

Equation 3 – Standard deviation  

𝝈 = √𝝈𝟐 (3) 

Equation 4 – Variance  

𝝈𝟐 = 𝝁. (𝟏 − 𝒑) (4) 

 
Thus, based on these parameters, the 𝐶𝑉𝑅𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙  was calculated (Equation 5), serving as a "cut-

off" indicator that, based on the obtained value, determines whether the item under analysis will 
be validated or not. For the calculation of 𝑛𝑒𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙  (Equation 6) used in Equation 5, a significance 
level of z=1.96 and a standard normal distribution of 5% were adopted, as required by the method 
(Lawshe, 1975). In this way, it was possible to validate the challenges related to the adoption of 
ISO/IEC 42001 AI in the Brazilian logistics sector. 

 

Equation 5 – CVR Critical  

𝑪𝑽𝑹𝒄𝒓𝒊𝒕𝒊𝒄𝒂𝒍 =  
𝒏𝒆𝒄𝒓𝒊𝒕𝒊𝒄𝒂𝒍 − (

𝑵
𝟐

)

𝑵
𝟐

 (5) 

Equation 6 – necritical  

𝒏𝒆𝒄𝒓𝒊𝒕𝒊𝒄𝒂𝒍 = 𝝁 + 𝒛. 𝝈 (6) 

 
Finally, with the validation of the challenges, the results were analyzed, debates were 

established in light of the literature, theoretical and practical contributions were outlined, and the 
study's final conclusions were presented. 

4 RESULTS AND ASSOCIATED DISCUSSIONS 

4.1 Challenges in adopting ISO/IEC 42001 AI identified in the literature 

From the review of the articles, 20 challenges related to the adoption of AI under ISO/IEC 42001 
in the organizational context were identified in the literature. These challenges were listed and 
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organized in Table 1, where codes were assigned to each challenge, along with their descriptions 
and the main corresponding references. 

 
  Table 1 – Challenges in adopting ISO/IEC 42001 AI identified in the literature 

Code Challenges Description References 

D1 Team Training  

- Enable employees to use 

technologies according to the 

standard guidelines. 

- Investment in maintaining training 

programs. 

- Formalization and standardization 

of training. 

(Ahmad et al., 

2022; 

Franchina et 

al., 2023; 

Stogiannos et 

al., 2024) 

D2 
Integration of Management 

Systems 

- Process alignment among 

stakeholders. 

- Standardization and information 

security. 

- Process flows standardized to 

comply with the standard. 

(Ahmad et al., 

2022; Sadeghi 

et al., 2024; Di 

Vaio et al., 

2023) 

D3 
Availability of AI 

Professionals 

- Need for innovation and 

simplification. 

- Qualified management. 

- Investment in skilled professionals 

in a growing market. 

(Ahmad et al., 

2022; Chen et 

al., 2024; 

Schuldt and 

Gröger, 2022) 

D4 Information and Data Flow 

- Cleaning up information flows. 

- Definition of inputs and outputs for 

each process. 

(Fuchs et al., 

2020; Di Vaio 

et al., 2023; 

Villa-Henriksen 

et al., 2020) 

D5 Company Size and Maturity 

- Adaptation to reality. 

- Consideration of current conditions 

and future expansion. 

(Booyse and 

Scheepers, 

2024; Schuldt 

and Gröger, 

2022; Stewart 

et al., 2004) 

D6 
Difficulty in Process 

Standardization 

- Volume of information and 

processes. 

- Compliance with legislation and 

company requirements. 

(Henderson 

and Ruikar, 

2010; Scaife, 

2024; Stewart 

et al., 2004) 

D7 
Documentation/POP 

Management 

- Create and keep documentation 

updated according to standard 

requirements. 

(Franchina et 

al., 2023; 

Zhong, 2024) 

D8 
Understanding the ISO 

Standard 

- Access and incorporation of the 

standard. 

- Guidance. 

(Franchina et 

al., 2023; 

Fuchs et al., 

2020; Schuldt 

and Gröger, 

2022) 

D9 
Leadership 

Engagement/Commitment 

- Cultural drivers. 

- Incorporate principles into top 

management. 

(Almada and 

Policarpo, 

2016; Fuchs et 

al., 2020; 

Scaife, 2024) 

D10 Resistance to Change from - Process changes to align with (Chen et al., 
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Employees reliability. 

- Development of team maturity. 

- Disruption of habits. 

2024; Fuchs et 

al., 2020; 

Scaife, 2024) 

D11 Lack of Long-Term Strategy 

- Structured strategies with growth 

perspectives to sustain system 

implementation aligned with the 

standard. 

(Fuchs et al., 

2020; Peretz-

Andersson et 

al., 2024; 

Scaife, 2024) 

D12 Technological Limitations 

- Need for infrastructure to 

adequately support AI. 

- Investment and maintenance. 

- Regional and local limitations. 

(Ahmad et al., 

2022; Fuchs et 

al., 2020; 

Sadeghi et al., 

2024) 

D13 
Knowledge about AI 

Technologies 

- Reference materials for using 

technology in internal processes. 

- Diversification of applications. 

- Ensuring secure origins for 

compliance. 

(Ahmad et al., 

2022; Barnova 

et al., 2023; 

Stogiannos et 

al., 2024) 

D14 
Infrastructure 

Implementation Cost 

- Quoting options in the market. 

- Cost and contract management. 

(Fuchs et al., 

2020; Scaife, 

2024; Di Vaio 

et al., 2023) 

D15 
Technology System 

Maintenance Cost 

- Fixed costs. 

- Need for system stability. 

(Booyse and 

Scheepers, 

2024; 

Okonkwo et 

al., 2023; Villa-

Henriksen et 

al., 2020) 

D16 Annual Audit Cost 

- Contractual costs for certification 

and annual external audits. 

- Application of internal audits. 

(Franchina et 

al., 2023) 

D17 Data Security 

- Implementation of a closed and 

reliable system. 

- Investment in data storage 

technologies. 

- Compliance and data safety. 

(Ahmad et al., 

2022; Sadeghi 

et al., 2024; 

Stogiannos et 

al., 2024) 

D18 
Transparency of AI 

Provider Companies 

- Requirement for documentation 

and contracts. 

- Data protection and governance. 

- Ethics and understanding of risks. 

(Booyse and 

Scheepers, 

2024; Sadeghi 

et al., 2024; 

Stogiannos et 

al., 2024) 

D19 
Resistance to Change from 

External Stakeholders 

- Collective network development. 

- Regional context of companies. 

(Ahmad et al., 

2022; Maragno 

et al., 2023) 

D20 
Lack of Legislative 

Standardization 

- Regulation and protection for 

companies and consumers. 

(Lee et al., 

2024; Maragno 

et al., 2023; 

Nazir and 

Wang, 2023) 

 

The literature highlights the challenges listed in the context of adopting ISO/IEC 42001 AI as 
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fundamental elements to be overcome to ensure effective implementation aligned with 
organizational objectives. The need for formal training and process standardization indicates that 
technical and operational preparation is crucial for integrating the standard into business practices. 
Similarly, challenges related to the availability of specialized professionals and resistance to change 
emphasize the importance of strategic management that prioritizes continuous training and 
cultural adaptation within organizations. 

Additionally, financial issues, such as the high costs of system maintenance and annual audits, 
point to the necessity of robust financial planning with strategies that balance initial investments 
and long-term benefits. Technological limitations and the absence of legislative standards 
strengthen the argument for building a reliable infrastructure that ensures data security and 
regulatory compliance. These challenges, as discussed in the literature, reveal that adopting ISO/IEC 
42001 AI requires not only technological resources but also profound organizational changes 
supported by integrated management and governance strategies. 

While numerous challenges related to the adoption of ISO/IEC 42001 AI are highlighted in the 
literature, it is essential to consider the need to validate them to assess the impact of this adoption 
in specific contexts. In this study, the validation was conducted within the logistics sector, 
considering the reality of Brazil, a country characterized by its emerging economy. 

 

4.2 Validation of challenges using the Lawshe method 

According to the adopted procedures, the CVR was calculated for each challenge analyzed in 
this study. Subsequently, the critical 𝐶𝑉𝑅𝑐𝑟𝑖𝑡𝑖𝑐𝑎𝑙  was determined, resulting in a coefficient of 0.352. 
Thus, challenges with coefficients equal to or higher than the calculated critical CVR were 
considered validated, while those with lower coefficients were considered not validated. The 
results, including the list of validated and non-validated challenges based on the opinions of 
logistics experts, are presented in Table 2. 

 
    Table 2 – Challenge validation using Lawshe method 

ISO/IEC 42001 AI Challenges N. of responses 

"Essential" 

Content Validity 

Ratio (CVR) 

CRVcritical 

= 0.352 

D1 - Team training 26 0.677 ✔ 

D2 - Integration of management systems 23 0.484 ✔ 

D3 - Availability of AI professionals 17 0.097 X 

D4 - Information and data flow 25 0.613 ✔ 

D5 - Company size and maturity 13 -0.161 X 

D6 - Difficulty in standardizing processes 25 0.613 ✔ 

D7 - Documentation/POPs management 18 0.161 X 

D8 - Understanding of ISO standards 20 0.290 X 

D9 - Leadership incentive/commitment 26 0.677 ✔ 

D10 - Resistance to change by employees 26 0.677 ✔ 

D11 - Lack of long-term strategy 20 0.290 X 

D12 - Technological limitations 23 0.484 ✔ 

D13 - Knowledge of AI technologies 13 -0.161 X 

D14 - Cost of infrastructure 

implementation 
16 0.032 X 

D15 - Cost of maintaining technology 

systems 
17 0.097 X 

D16 - Cost of annual audits 12 -0.226 X 

D17 - Data security 27 0.742 ✔ 

D18 - Transparency of AI provider 

companies 
23 0.484 ✔ 

D19 - Resistance to change by external 

stakeholders 
15 -0.032 X 

D20 - Lack of legislative standards 22 0.419 ✔ 

Legend: ✔ Validated, X Not validated. 
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As observed in Table 2, out of the 20 challenges analyzed using the Lawshe method, only 10 
were validated according to the opinions of logistics professionals in the Brazilian context. These 
challenges correspond to: D1 - Team training, D2 - Integration of management systems, D4 - 
Information and data flow, D6 - Difficulty in standardizing processes, D9 - Leadership 
incentive/commitment, D10 - Resistance to change among employees, D12 - Technological 
limitations, D17 - Data security, D18 - Transparency of AI provider companies, and D20 - Lack of 
legislative standards. 

The detailed analysis, followed by discussions and debates in light of the literature regarding 
the validated and non-validated challenges, is presented below. 

5 ASSOCIATED DISCUSSIONS  

Analyzing the challenges validated by the study, team training is recognized as a critical issue, 
involving the preparation of professionals in both ISO standards and AI-based management 
systems. Without adequate knowledge and foundational guidance for implementing new 
processes, businesses may face significant short- and long-term impacts (Franchina et al., 2023). 
Stogiannos et al. (2024) further emphasize that guiding professionals through digital 
transformation requires a solid learning structure and investments to foster company development 
and implementation success. The commitment of organizations to training their employees must 
be prioritized. 

The challenge of system integration is also considered crucial to overcome. AI in business 
processes involves the interconnection of data networks, systems, and work environments. For 
consistent and reliable information, all elements must be properly connected (Di Vaio et al., 2023). 
In decision-making processes, a failure can have significant impacts on operations and outcomes, 
as outputs need to be reliable to effectively support tasks (Sadeghi et al., 2024). Therefore, efforts 
to integrate systems, standardize processes, and address potential errors are essential before 
adopting the ISO standard. 

Information and data flow clarity, as a validated challenge, highlights the necessity for 
companies to solidify their internal structures. The quality of data and processing flow ensures 
consistency, reliability, and accuracy (Di Vaio et al., 2023). These attributes are prerequisites for 
successful standard implementation, as clear processes and accurate, organized information 
accelerate the adoption process, as discussed by Fuchs et al. (2020) in the context of ISO 50001. 
Without accessible essential data or well-defined flows, transformation and standardization 
processes will not be effective. 

The difficulty in standardizing processes represents a significant obstacle. The absence of clear 
operational standards in logistics organizations is a critical factor that can compromise ISO/IEC 
42001 implementation. Lack of standardization hinders team communication, reduces operational 
efficiency, and increases the complexity of integrating the standard’s requirements into existing 
processes. Henderson and Ruikar (2010) note that every organization has unique cultural, 
operational, and human characteristics, and the lack of uniformity in processes generates 
uncertainties among employees, complicating coordination and the adoption of new technologies 
like AI. Additionally, Scaife (2024) highlights that the absence of standardization exacerbates 
challenges in integrating legacy systems with modern technologies, resulting in operational 
inconsistencies and undermining process reliability. 

Leadership plays a fundamental role in the process, and lack of involvement and proactive 
engagement is a significant barrier. Leaders who lead by example drive success, while their absence 
can contribute to structural failure (Almada and Policarpo, 2016). Although the implementation 
process may be slow and challenging, leaders must be the primary supporters during development 
to ensure a smooth transition and continued success post-implementation (Scaife, 2024). 
Recognizing the lack of leadership involvement as a valid challenge underscores the importance of 
senior-level commitment to advancing AI standardization systems and their active participation in 
the process. 

Resistance to change among employees is another significant challenge in implementing and 
adopting ISO/IEC 42001, especially in the dynamic environment of the Brazilian logistics sector. 
Resistance to technological and procedural changes among staff can hinder the acceptance of new 
AI management systems, delaying organizational adaptation and compromising the standard’s 
effectiveness. (Scaife, 2024) highlight that employee resistance was identified in nearly one-third of 
studies on ISO 50001, often driven by uncertainties about how changes would impact their roles 
and job stability. Complementing this view, Chen et al. (2024) emphasize that in companies 
undergoing AI automation, it is crucial for employees to overcome adaptation barriers to avoid 
conflicts and resistance that can hinder transitions. 

The validated challenge of technological limitations significantly impacts ISO/IEC 42001 
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implementation in the Brazilian logistics sector. AI adoption relies on robust and compatible 
technological infrastructure, often constrained by challenges such as insufficient computational 
capacity, lack of interoperability between old and new systems, and the need for secure 
communication networks. Ahmad et al. (2022) observe that adopting AI in the energy sector faces 
similar challenges, such as integrating smart substations and applying machine learning 
algorithms. These barriers demonstrate that slow adaptation to innovations limits the projected 
benefits. Additionally, Fuchs et al. (2020) note that incompatibility between outdated protocols and 
contemporary technologies complicates the implementation of advanced standards like ISO 50001, 
a relevant issue for ISO/IEC 42001 as well. 

The challenge of data security is critical for effectively implementing ISO/IEC 42001, particularly 
in the logistics sector, where AI systems heavily rely on large volumes of sensitive data. The absence 
of adequate security measures exposes organizations to risks such as data breaches, cyberattacks, 
and loss of stakeholder trust. Stogiannos et al. (2024) emphasize that in environments handling 
sensitive data, such as healthcare, data protection in AI systems is central to adoption. Similarly, 
Ahmad et al. (2022) highlight that during the development of AI tools, data protection challenges 
become critical as they involve ensuring the integrity and confidentiality of the information used.  

Regarding AI provider transparency, validating this barrier indicates insufficient knowledge 
about how information and data are processed within these technologies. Booyse and Scheepers 
(2024) argue that explaining the functioning and decision-making of AI systems is still challenging, 
requiring detailed audits and access to processing cores. Ensuring transparency is a key factor in 
improving AI acceptance, fostering clarity and trust in its use (Sadeghi et al., 2024).  

For the validated challenge of lack of legislative standards, the absence of clear and 
comprehensive regulations complicates ISO/IEC 42001 implementation in the Brazilian logistics 
sector. The lack of specific governance standards for AI creates uncertainties for organizations and 
stakeholders, affecting trust in the ethical and safe use of the technology. Lee et al. (2024) highlight 
that in AI applications for orthodontics, the absence of solid legislative frameworks raises concerns 
about data protection and appropriate use, hindering business adoption of innovations. 
Complementing this perspective, Nazir and Wang (2023) discuss how regulatory gaps can lead to 
ethical and operational issues, such as misinformation and privacy violations in AI systems, 
exemplified in technologies like ChatGPT. In the ISO/IEC 42001 context, establishing legislative 
standards that provide legal security and specific guidelines for AI management is essential for 
fostering responsible and sustainable adoption, offering greater clarity to organizations and 
technology providers. 

The remaining challenges that were not validated through the applied method should not be 
disregarded in future considerations and analyses. The validation results presented here 
emphasize that the currently non-validated challenges are not immediate priorities for logistics 
professionals. As the sector evolves and prioritized weaknesses are addressed, these other 
challenges may be considered in subsequent plans aimed at continuous improvement. 

5.1 Implications for theory and practice 

The exploration, validation, and interpretation of the challenges related to this topic contribute 
to both theoretical knowledge and practical applications in the market. Regarding theoretical 
contributions, the research results enrich the literature by highlighting the challenges validated by 
active professionals in the market within the reality of an emerging economy, specifically the 
Brazilian logistics context. This is ensured by the Lawshe method, with its systematic and statistical 
validation approach, providing a solid foundation for knowledge in this area. In doing so, it supports 
researchers by offering insights into a subject not yet deeply explored in the literature, delving into 
specific challenges to explain them or propose solution models, thereby strengthening the 
foundational knowledge available for the development of emerging economies, such as Brazil.  

For practical applications, the results of this research can assist in implementing management 
strategies and strengthening the sector within Brazil's developing economy. In terms of strategic 
planning, investment allocation, team training, monitoring of indicators, and prioritization of 
actions within companies, the validated challenges offer a well-grounded direction that can lead to 
faster and more effective impacts in the logistics sector, aiding the transition to Industry 4.0 with AI 
and certification under ISO/IEC 42001. Consequently, the contributions generated provide support 
to the entire chain of stakeholders for business development within the analyzed context. 

6. CONCLUSIONS  

This study achieved its objective by identifying the challenges related to the adoption of ISO/IEC 
42001 based on existing literature and a survey conducted with logistics professionals in Brazil, 
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whose data were analyzed using the Lawshe method to obtain results. This allowed for a 
contextualized understanding of the challenges inherent to adopting the standard in the Brazilian 
logistics sector, contributing to the advancement of knowledge on the topic as well as a more 
detailed comprehension of these challenges. Furthermore, the results can support the 
development of practical solutions aimed at overcoming these challenges. 

The results highlighted key challenges validated by professionals in the field, including the need 
for specialized training, integration of management systems, process standardization, leadership 
incentives, and addressing resistance to change. Additionally, critical aspects such as technological 
limitations, data security, and the transparency of AI provider companies were identified as 
priorities to ensure compliance with the standard. The lack of legislative standards also emerged 
as a significant challenge to implementing ISO/IEC 42001. 

However, despite achieving the proposed objective, this study has certain limitations. As 
exploratory research, the results reflect only the analyzed context and cannot be generalized to 
other regions or realities where the sample used in the analysis is not present. In other words, the 
research is limited to the reality of Brazil’s logistics sector, a country still characterized as an 
emerging economy. 

For future studies, it is proposed to conduct detailed research on the role of public policies and 
financial incentives in adopting ISO/IEC 42001 in the Brazilian logistics sector. Investigations 
analyzing how government regulations can support the implementation of the standard are 
important for understanding the impacts of specific policies on safety and efficiency in logistics 
management. Additionally, comparative studies across different sectors, such as manufacturing 
and technology, could provide innovative perspectives on variations in approaches and challenges 
in adopting ISO/IEC 42001, identifying practices that could be adapted to the logistics sector. Finally, 
it is suggested that another survey be conducted involving more professionals from different 
regions in order to increase the sample size and make the results more robust and generalizable.  
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